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Introduction  

Aigine is a unique solution to an unaddressed problem ɀ managing and documenting personal 

data in unstructured data sources.  

Aigine is packaged to deliver customer value with minimal service effort.  

GDPR did not end the 25th of May 2018, instead ÔÈÁÔȭÓ when it started. Aigine will therefore 

continuously offer solutions and features that solve new customer needs, also in the governance 

phase. These solutions use the metadata layer and the cognitive abilities that are built up in 

Aigine, which gives the customer a continuously increased value of the solution. 

In California, the California Consumer Privacy Act was passed on 29th of June 2018. It implements 

the same principles as the European GDPR and affects companies holding data of US citizens.  

Other countries are in the process of preparing similar bills in the upcoming year, making privacy 

a global prioritized issue ɀ especially since non-compliance can mean consequences in several 

jurisdictions.  

Aigine is delivered through IBM distribut ors and resellers. Aigine is provided as a subscription 

with 12 months commitment period. Contact your normal IBM reseller for a quotation.  

The purpose of the GDPR regulation is to protect the privacy and personal data of every citizen of 

an EU country. GDPR will influence and have direct effect on all EU organizations and all legal 

entities that in any way handle personal data concerning an EU citizen, wherever they are in the 

world. 

When GDPR entered into effect the same rules apply to all personal data (PD) saved in any 

searchable source. Personal data can be processed, used and managed provided that the 

organization: 

1. Knows where the PDs are located 

2. Has secured access to the PDs through permissions and similar 

3. Knows what the legal ground is for processing the PDs 

Each document and e-mail that an organization stores must therefore be reviewed to determine 

whether they contain personal data according to the new definition in GDPR. If they do, a legal 

analysis must determine whether there is a legal ground for storing the personal data. This legal 

analysis must also be documented, serving as the register of records. 

Auditing, analysis and documentation will take at least ten man per terabyte. 

4ÈÁÔȭÓ such an extensive workload that most organizations have chosen not to address the 

problem at all and no tools have existed on the market to reduce this challenge. 

Deterrent fines have been introduced to ensure there is no incentive to violate, or ignore, GDPR 

as an EU-wide regulation. Any shortcomings in each organization, may lead to a fine of up to 20 

million Euro or 4% of the annual turnover at group level, per occasion. The amount of the penalty 
payment is therefore dissuasive for any organization. The public sector may have slightly 

reformulated penalty payments according to the government's proposal (for instance Prop. 

2017/18:105)  but will still be so high that there is no possibility not to obey and establish 

compliance towards the regulation. 
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In addition to these fines, there is also a right for any victim to claim damages even for non-

material damages, i.e. offence. 

The s olution Aigine  

Aigine provides a solution for managing and document data in identified data sources.  

¶ Aigine filters all data sources and sorts out documents that do not contain PD. Therefore, the staff 
do not have to read through documents that do not need to be reviewed. 

¶ Aigine presents the documents with the suspected PDs marked. This makes the review much 
faster.  

¶ Aigine helps the staff find and propose the legal ground with a contextual knowledge database 
and artificial intelligence. This means that the analysis goes faster, but also that the analysis can 
be done by staff who do not have legal training. 

¶ The legal ground for processing PD in the document is directly specified in the Aigine user 
interface. This saves time since there is no need to document the decision separately. 

¶ Aigine saves all meta-data, creating a ground for register of records, and making subject access 
rights, automatic information management and monitoring possible.  

¶ Aigine changes artificial intelligence. By creating the code required for the training of artificial 
intelligence locally, it is ensured that no information ever leaves the customer. In this way, the 
actual work is used to make the artificial intelligence better. These sharpened cognitive abilities 
are then shared with everyone that uses the solution; through improved filtering, marking and 
suggestions for legal ground. 
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1 Background  

 
The 25th of May 2018 GDPR, General Data Protection Regulation, entered into effect. The 

regulation is directly applicable in all EU member states. 

The purpose of GDPR is to protect the privacy and personal data of every citizen of an EU country. 

GDPR will influence and have direct effect on all EU organizations and all legal entities that in any 

way handle personal data concerning an EU citizen, wherever they are in the world. 

GDPR can therefore be considered as a global legislation. 

In California, the California Consumer Privacy Act was passed on 29th of June 2018. It implements 

the same principles as the European GDPR and affects companies holding data of US citizens.  

Other countries are in the process of preparing similar bills in the upcoming year, making privacy 

a global prioritized issue ɀ especially since non-compliance can mean consequences in several 

jurisdictions.  

 

GDPR changes the definition of personal data. Where previous legislation defined personal data 

as "any kind of information directly or indirectly attributable to a natural person who is in life is 

considered as personal information." GDPR extends this definition by including information that 
is not in themselves sufficient to identify an individual, but can do so in combination with other 

pieces of information. 

ȰPersonal data means any information relating to an identified or identifiable natural person. It 

is crucial that the task, individually or in combination with other data, can be tied to a living 

person.ȱ 

Therefore, what is considered to be personal data under the GDPR becomes a matter of what 

other information the organization holds, since it is the theoretical combination that determines 

whether or not it is a personal data. 

 

Where previous legislation had its strongest regulation on what you call register, which means 

database, GDPR is neutral. Therefore, the GDPR applies to any source of information that can be 

searched. This includes, of course, databases, but also unstructured data such as files and emails, 

but even analog filing cabinets where the information is sorted in such a way that search is 

possible. 

 

GDPR does not contain any prohibition for the processing of personal data. Instead, it sets specific 

requirements on how and when personal data may be handled. In short, it requires: 

1. To know where the PDs are located 

2. To have secured access to the PDs through permissions and similar 

3. To know, and document, what the legal ground is for processing the PDs 

If these main rules are followed, there are no obstacles to process personal data.  

 

Under GDPR, it's prohibited to 'stumble' over a personal data, and subsequently investigate 

whether or not one was entitled to process it. For this reason, the GDPR requires that a register 

of all personal data processing is created. These records shall be in writing, be available in 

https://www.datainspektionen.se/dataskyddsreformen/dataskyddsforordningen/forordningstexten/
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electronic format and kept up to date. On request, the Privacy records shall be made available to 

the national authority . What is to be included in the privacy record is described in article 30 of 

GDPR. 

(a) the name and contact details of the controller and, where applicable, the joint controller, 
the controller's representative and the data protection officer 

(b)  the purposes of the processing; 
(c) a description of the categories of data subjects and of the categories of personal data; 
(d)  the categories of recipients to whom the personal data have been or will be disclosed 

including recipients in third countries or international organizations;  
(e) where applicable, transfers of personal data to a third country or an international 

organization, including the identification of that third country or international 
organization and, in the case of transfers referred to in the second subparagraph of Article 
49(1), the documentation of suitable safeguards;  

(f)  where possible, the envisaged time limits for erasure of the different categories of data;  
(g) where possible, a general description of the technical and organizational security 

measures referred to in Article 32(1).  
 

 

The purpose of the processing is of great importance, since processing only can be carried out 

where the purpose can be attributed to one of the legal grounds set out in article 6 of the GDPR. 

These purposes, and their respective legal grounds, shall be shown in the Privacy records. 

 

The data subject has given consent to the processing of his or her personal data for one or more 

specific purposes; 

 

Processing is necessary for the performance of a contract to which the data subject is party or in 

order to take steps at the request of the data subject prior to entering into a contract; 

 

Processing is necessary for compliance with a legal obligation to which the controller is subject; 

 

Processing is necessary in order to protect the vital interests of the data subject or of another 

natural person; 

 

Processing is necessary for the performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller; 

 

Processing is necessary for the purposes of the legitimate interests pursued by the controller or 

by a third party, except where such interests are overridden by the interests or fundamental 

rights and freedoms of the data subject which require protection of personal data, in particular 

where the data subject is a child. 

 

GDPR is a law of rights designed to protect the privacy and personal data of EU citizens. The 

legislator has been aware that compliance with previous legislation has been far from good. The 

GDPR therefore clearly stipulates that failure to comply should lead to 'dissuasive ' consequences. 

https://www.datainspektionen.se/dataskyddsreformen/dataskyddsforordningen/rattslig-grund-for-personuppgiftsbehandling/allmant-intresse/
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Private companies and organizations risk fines of up to EUR 20 million or 4 Percent of the annual 

turnover at group level per failure. As this is a fine, the fine can be issued by the authority, without 

any legal process. It is up to the fined party to commence a legal process in order to evade 

payment liability. 

 

In GDPR there is a right for the damaged party to receive damages, described in article 82. GDPR 

explicitly gives the victim the right to compensation for both direct and indirect damage. Indirect 

damage also includes mental suffering. Non-compliance towards GDPR can therefore lead to very 

large claims for damages from injured parties. 

In addition to this, shareholders can also file damage claims towards the management of a 

company, that has not taken sufficient actions to comply towards the GDPR. 

 

GDPR is, as mentioned, a law to safeguard privacy. In time, therefore, it is likely that loss of Good 

Will, or extensive Bad Will, will constitute the most significant effects of the legislation. Serious 

organizations take privacy seriously, whether the PDs belongs to customers or citizens. 

 

As has already been stated, unstructured data has been excluded from previous legislation. As 

this change, each organization must secure its unstructured data with respect to the new 

regulatory framework in the GDPR. An organization must therefore assume that PD can be 

present in each document and in each data source. 

The option to simply delete old files, without knowing what they contain, does not exist. Partly 

because it may be bad for business, but above all, because legal obligations make it directly illegal 

to delete some data. 

Structured data, where each database has a clear purpose, only needs to be described at a level of 

the input tables. For unstructured data, each document can theoretically be its own data source, 

since the legal ground and the need for protection is different for each document, even if they 

happen to be in the same file storage area, or in the same directory. 

As a part of continuous compliance with GDPR under a governance phase, it is therefore 

appropriate to determine and communicate how personal data may be stored in different file 

storage areas and directories. With such a structure, the privacy records only need to be on an 

area and directory level, provided that these file storage areas are continuously monitored in 

order to prevent incorrect information from being saved on them. 

 

In order to know if the unstructured data contains PDs, all documents, emails and files must be 

reviewed.  

 

The review must determine if the document contains personal data in relation to the GDPR´s new 

definition ; data in combination with other data may constitute a piece of information allowing 

identification of an individual. 

As far from all the documents de facto contain personal data, this means that many documents 

that does not actually contain personal data has to be reviewed. 
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If the document contains personal data, a qualified legal assessment is required to determine if a 

legal basis exists to process the data. Such an assessment must be made in relation to both GDPR 

and other laws and regulations affecting the business. Over time, this legal assessment must also 

include the prejudiciary  rulings from other European countries and the EU court. 

 

In the event that the legal assessment fails to identify a legal basis to process the data, the PD in 

document must either be masked, or the whole document must be deleted. This tasks must be 

ensured, since the processing of personal data, when the lack of legal basis has been identified, 

constitutes a serious incident and therefore implies a direct qualification for the higher fines in 

GDPR. 

When a legal basis is found, it must be documented, often together with information on how long 

the PD will be saved. If the legal basis is a contract or consent, a reference should be made to the 

location of the consent or agreement. 

This documentation constitutes a Records of process activities, which is a requirement under the 

GDPR. Before a storage structure and policy is implemented in the organization, any document 

containing personal data risks constituting a separate ' register ' in respect of Legal basis, purpose 

and saving/masking time. 

 
The number of regulations is increasing, with GDPR and other legislation, and the impact of non-

compliance are becoming more and more severe for businesses, spanning from fines and 

damages, to liquidation.  

Wise organizations do not only calculate risk costs of non-compliance. Instead, modern 

technology as Aigine, makes it possible to create business value and competitive advantages. 

 

For instance, GDPR gives companies a unique possibility to upgrade their information governance 

framework, differ efforts (and thereby costs) for different sources, and increase the possibilities 

for as-yet-unknown uses of data. Among these possibilities are automated information 

management, substantially cutting costs and generating revenue over time. Aigine also makes it 

possible to both save and use more data, by making both anonymization and pseudonymization 

possible in large amounts of data.   

What lays in front of us is difficult to know, but one thing is sure ɀ the future will be data driven, 

and data is the new gold. What would it mean for a ÃÏÍÐÁÎÙȭÓ ÆÕÔÕÒÅ ÃÏÍÐÅÔÉÔÉÖÅ ÁÄÖÁÎÔÁÇÅÓ ÉÆ 

they could save and use all their data, whilst the competition needs to delete theirs. 

 

 

The association Sambruk, which is a member organization with about 100 Swedish 

municipalities, early became aware of the large workload GDPR would create for its members. 

Especially the task of making an inventory of processed and stored personal data occurrences in 

many forms and in large numbers of information systems. Mapping this would be a very large and 

complex task, which, for all organizations, means hundreds to tens of thousands of hours of work, 

to review and assess the legal basis for the processing of personal data. 

That is why the association, together with 10 member municipalities and a regional association 

and SALAR, has performed a pilot project with the goal of producing requirements for a solution 

which can lead to significant increase in efficiency in the extensive mapping and documentation 
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work, which is part of preparations to secure organizations' compliance with the new GDPR 

requirements. 

 

 

One of the initial activities in the project was to identify potential, existing and available technical 

solutions. The different system solutions on the market had a focus to present the extent of the 

problem by carrying out searches for personal data using regular expressions. However, no 

systems could resolve the actual work task since they lack support for delegation, analysis, legal 

assessment, and documentation. The usage of regular expressions also creates problems, as 

personal data under GDPR is not a fixed term. 

 

This means that these tools fit single inventories linked to projects with the aim of mapping the 

scope of occurrences of (suspected) personal data rather than a continuous and iterative 

approach that directly supports daily operations. 

 

Another observation made early in the project was that unstructured data was the biggest and 

most pressing challenge when it comes to the screening of data sources. 70-80% of the data in an 

organization is unstructured.  

Many organizations that started the initial GDPR work believe that personal data handled in 

business systems, classified as structured data, can be searched within the systems. The legal 

basis for the processing of this personal data is mostly included in the definition of the support 

processes that form the basis of the system. In addition, the existing systems have a pronounced 

and existing vendor who can provide services to change the processes and functions of the 

systems in a necessary way. 

Therefore, the scope of the project focused on unstructured data.  

 

Unstructured data does not have a pronounced and existing system vendor or supplier that 

addresses the problem or offers a solution. Nor can OS or hard drive vendors be obliged to take 

responsibility for the content of common storage areas or file management system. The problem 

has therefore not been addressed in the past and has, for that reason, not been prioritized . 

 

It is clear that extensive resources are required in the work to review, carry out legal assessment 

and document legal decisions. Estimating the exact time required is difficult. The project has tried 

to make a broadly visible time estimation on these activities by producing a basis for calculation. 

The equation that is developed requires a number of assumptions to visualize the required 

resource needs. 

Assumption 1. An average document is 2 MB. 

Assumption 2. It takes on average 2 minutes to read through a document 

Assumption 3. 10% of the data files contains some form of personal data 

Assumption 4. The average time for legal decision-making on legal basis is 3 minutes per document 

Adoption 5. The average time for documentation of decisions is 2 minutes per document 
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This results in 2 604 Working days or 11.84 Year of work per terabyte, most of it having to be 

performed by legal professionals.  

Assuming that an average Swedish municipality with 35 000 inhabitants stores between 15 and 

20 terabytes of data on average, it results in a much larger workload. 

 

 

The system should be able to handle various forms of unstructured data even those stored outside 

the local environment such as OneDrive and Office 365. Also e-mail systems are considered as 

unstructured data and also needs to be managed. 

 

Data stored in databases, so-called structured data, must be managed at the data table level. 
Within databases, also unstructured data exists in the form of free text fields and attached files. 
This form of data also needs to be managed within the system at some point. 
 

 

It must be possible to connect the data discovery system to the respective identified data source 
with the appropriate permissions to read files and data stored. There must also be a function to 

enter the email address of the person responsible for each data source. This is to be able to 

distribute search results for further review. 

 

Each responsible for a data source will be alerted by e-mail. This e-mail contains a link to the 

gross list to be audited. Document content must be presented in a web GUI, so other software is 

not needed to review the content. This GUI also highlights occurrences of personal data through 

color markings that visualize different types of suspected personal data that the system has 

identified. This is to make the review of documents more efficient. 

 

Metadata is stored data about data. Each review must result in a number of metadata inputs. The 

metadata layer that is created contains information such as rejection of personal data, when a 

document that the system suspects contains personal information does not actually do so. Such 

documents are exempted from future analyses. The principle is that a human review always 

trumps the machine's assessment. Other types of metadata stored are the type of personal data 

identified and also the identified legal basis. Also personal identifiers are stored in the metadata 
layer, making it possible to perform Subject Access Rights and pseudonymization directly by 

crawling the metadata.  

 

The system gathers information about legal bases; agreement, consent, powers of public 

authority, legal obligation, protection of fundamental interest and legitimate interest. 

 

In examining and stating the legal basis, the system shall be able to show contextual support text 

for decisions in the form of existing checklists and support texts. These should be able to be 

downloaded from internet.  

 

The decision support text facilitates work on the basis of a legal basis so that the need for legal 

training is reduced, which further creates the opportunity to make the work more efficient. 
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The person who reviews the data will most likely identify definitions of personal data that have 

not been identified by the system in connection with data discovery. This new definition is 

intended to be used in future analyses. 

 

Through cognitive learning and annotation coding, the system analyzes how the definition is 

grammatically constructed and composed. This annotated description of the new definition of 

personal data is sent to the centrally located AI engine. 

 

The centrally located AI engine stores new and existing definitions of personal data in a database 

of constantly updated common definitions that are used as a search algorithm by all installations 

of the system. 

 

The system is based on synergy, because all who use the system will also add new and sharper 

definitions, which means that the search results, and the system, will improve over time. This 

applies to: 

¶ Constantly updated common definitions 

¶ Definitions of different personal data 

¶ Metadata about existing and new patterns 

¶ Annotations-Cognitive Learning (AI) 

 

A very important part of the requirement is that the solution is legally impeccable, also based on 

GDPR. That is to say that no personal data or sensitive information may in any circumstances 

leave the municipality.  

All  reviews, listing of search filtering, results of review or meta data of legal basis are 

implemented locally and stays in the local installation. 

 

These requirements for the system to be developed create the conditions for a tool that facilitates 

work with mapping for GDPR, but also supports daily work and activities.  
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2  Functional description  

 

Http://aigine.se/Aigine_GDPR_Process/index.html 

 

 

 

An absolute goal in the development of Aigine has been to minimize the services needed to get 

the solution implemented. GDPR in general, and above all in relation to unstructured data, 

represents a sufficiently large challenge.  

The solution is therefore created to minimize costs and time for things that do not add value to 

the GDPR work. We have therefore eliminated, as far as possible, such features and functionality 

that requires a service operation and customer interactions.  

This provides business opportunities for retailers to add value to the solution, whenever 

customer needs arise. 

 

Aigine is delivered by downloading images of four Linux virtual servers. Linux has been selected 

in order not to require customers to subscribe to additional operating system licenses, or to use 

existing space in license pools. 

http://aigine.se/Aigine_GDPR_Process/index.html





























































